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PROTECTING 
MY COMPUTER 

SYSTEM
W h a t  d o  I  n e e d  t o  d o ?
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WHAT?



ATTACKERS ON 
THE INTERNET 

WANT YOUR DATA
B e c a u s e  i t  i s  w o r t h  

m o n e y
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WHY?



HOW DO I PROTECT MYSELF?
Protect myself and my computer system by:

 Blocking attackers on my network

 Keeping my system current and up to date

 Making sure I have backups of my system and can recover 

from backups

 Maintaining a way to block computer viruses and malware

 Ensuring I can identify fake emails intended to ’trick and click’
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HOW?



WHY IS MY NETWORK IMPORTANT?
Y o u r  c o m p u t e r  a n d  n e t w o r k  f i r e w a l l

• Host based firewalls - your computer

• Network firewalls  - your router

• Make sure it is on!

• How do I turn it on? 
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Just type the word ‘firewall’ 
in the search by text box in 

Windows.

Click the circle to turn on 
both the private and public 

firewalls to on.
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NOW IT IS ON
K e y  P o i n t s  t o  R e m e m b e r

 Network Security is important to keep attackers 

out of your network

 Type ‘Firewall’ to check your firewall settings

 Laptop devices connecting remotely at public 

places should connect using a virtual private 

network (VPN) connection

 Your home router security settings should be 

reviewed with help from your internet service 

provider (ISP) customer support
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APPLE MAC OS
>  S y s t e m  P r e f e r e n c e s
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• Just type the word ‘firewall’ in the search by 

text box in Mac OS



WHY ARE UPDATES IMPORTANT?
U p d a t i n g  a n d  P a t c h i n g  y o u r  S y s t e m

• Operating System Updates

• Device Driver Updates

• Security Updates

• Automatic Patching
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Just type the word ‘update’ 
in the search or run box in 

Windows.
Windows found 1 item 
update – printer driver.

End User & System Protection 10



AUTOMATIC UPDATES
K e y  P o i n t s  t o  R e m e m b e r

 Schedule updates and patches automatically 

when they are released

 Be aware of notifications and displays of critical 

updates, some requiring a reboot to install

End User & System Protection 11



APPLE MAC OS
>  S y s t e m  P r e f e r e n c e s
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• Just type the word ‘update’ in the search by text 

box in Mac OS



WHY IS ARE BACKUPS IMPORTANT?
A b i l i t y  t o  r e s t o r e  y o u r  f i l e s

• Goal: be able to adequately restore as soon as 

possible at a point as recent as possible

• This must be setup in advance – other wise 

there is nothing to recover

• Test backup and restore process periodically
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Just type the word ‘backup’ 
in the search by text box in 

Windows.
Choose Add a drive if you 

do not have one yet.
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BACKUPS ARE SETUP
K e y  P o i n t s  t o  R e m e m b e r

 Ensure you are backing up the files you need

 Test backups periodically to ensure they are 

working to restore files

 Create a strategy of redundancy – second 

backup devices

 Make sure backups are secured
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APPLE MAC OS
>  S y s t e m  P r e f e r e n c e s
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• Just type the word ‘backups’ in the search by 

text box in Mac OS



WHY IS ANTIVIRUS IMPORTANT?
C o n f i g u r a t i o n  o f  A n t i v i r u s

• Built-in Antivirus

• Addition Antivirus

• Malware Protection
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Just type the word 
‘antivirus’ in the search by 

text box in Windows.
Click the the quick scan 

button.
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VIRUS PROTECTION
K e y  P o i n t s  t o  R e m e m b e r

 Ensure automatic antivirus updates are active

 Complete a quick scan

 Then make sure scheduled scans are active

 Use cautious navigation on the web to only 

known sites

 Be vigilant of email attachments from unknown 

or also known email addresses
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APPLE MAC OS
A n t i v i r u s  n o t  b u i l t - i n
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• Mac does not have a system antivirus native to 

the MacOS

• However use the same caution navigating the 

internet and opening email attachments

• There are pay-for antivirus vendors for both 

Mac OS and Windows



WHAT ABOUT EMAIL PHISHING?
A t t a c k e r s  t r i c k  u s e r s  v i a  e m a i l

• “The practice of using fraudulent e-mails and 

copies of legitimate websites to extract 

financial data from computer users for 

purposes of identity theft”

• Phishing emails can deliver malware

• Defense: awareness  and identification training
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WINDOWS OR MAC OS
P h i s h i n g  g e t s  t h e m  a l l
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• The appearance looks legitimate with familiar 

graphics and logos

• Attackers can steal your personal credit card or 

bank information

• Attackers request you to open or download a 

document, often requiring you to sign in

• Warning signs of an unfamiliar internet address

• Warning signs of immediate urgency



MALWARE
C r y p t o - L o c k e r  a t t a c k

 An attacker has gained access to your files and 

encrypted them with their key

 You are locked out of your own files

 The attacker asks the user to pay bitcoins to get 

their files back

 Even if the ransom is paid, the user may or may 

not get back their files

 Backups and ability to restore are key
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WWW.KNOWBE4.COM/HOMECOURSE
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WWW.CYBRARY.IT/COURSE/PHISHING/



END USER SECURITY REVIEW

NETWORK UPDATES BACKUPS ANTIVIRUS PHISHING
Type ‘Firewall’ in the 

search text box
Type ‘Update’ in the search 

text box
Type ‘Backups’ in the 

search text box
Type ‘Antivirus’ in the 

search text box
Take Phishing Awareness 

security training

Turn the computer firewall 
on

Check for Critical OS 
Updates Configure an initial backup Update antivirus definitions

Be vigilant of suspicious 
looking emails

Use VPN connection if 
remote

Check for Critical Security 
Updates Enable automatic backups Run an initial virus scan

Never enter credentials, 
but go directly to the site 

instead

Configure your router  
firewall with your internet 
service provider support

Ensure Automatic updates 
are turned on

Test the restore from 
backup process

Enable automatic virus 
scanning

Beware of ransomware –
ensure backups and restore 

process is operational

End User & System Protection 26



THANK YOU

E n d  U s e r  &  S y s te m  P ro t e c t i o n  
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Questions?
.
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CUSTOMIZE THIS TEMPLATE

Template Editing 
Instructions and Feedback


